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B Rijndael Functions

Implementation of the Rijndael cipher following the descriptioAES Proposal: Rijndael by Joan Daemen and Vincent Rijme
This implementation is not in the least optimized with respect to performance but rather with a view on the readability in
connection with the aforementioned description.

Author: Olaf Muller

Version: 1.0

Platform: Maple 6

C>#F256 := GF( 2, 8, x"8 + x" + x"3 + x + 1):

Bl Nb, Nk and Nr - They can be changed using I nitializeRijndael( Nb, Nk ).

r>Nb := 4:
Nk := 4:
L L N := max(Nbo, Nk) + 6:

Bl sBox and InvSBox

r> SBox := proc( a)
| ocal b;
if a = F256[zero] then
b := F256[ zero];
el se
b := F256[inverse]( a);
fi;
F256[ Convertln] ( Rem( F256[ ConvertQut]( b ) * ( x4 + x"3 + x"2 + x + 1)
+ x"6 + x5 +x +1, x*8 +1, x) nod 2 );
L end:
r>1nvSBox := proc( b )
| ocal a;
a = F256[ Convertln]( Rem( ( F256[ Convert Qut]
* ( x"6 + x"3 +x ), x°
if a <> F256[zero] then
a := F256[inverse]( a );
fi;
RETURN( a );

b) +x"6 + x5 +x + 1)
+

(8 1, x ) nod 2 );

LL end

B ByteSub and InvByteSub

r > ByteSub := proc( )
gl obal State;
State := map( a -> SBox( a ), State );
L end:
r > InvByteSub : = proc( )
gl obal State;
dState = map( b -> InvSBox( b ), State );
L L end:

B shiftRow and I nvShiftRow

r>ShiftOfsets[4] :=[ 1, 2, 3 ]:
ShiftOfsets[6] :=[ 1, 2, 3 ]:
L ShiftOfsets[8] :=[ 1, 3, 4 ]:

r> ShiftRowBy := proc( i , C)
gl obal Nb, State;
I ocal NewRow, j;

for j fromO to No - 1 do
NewRow j] := State[ j + Cnod Nb , i ];
od;
for j fromO to Nb - 1 do
State[j,i] := NewRowj];

od;
L  end:
r > ShiftRow := proc( )
gl obal Nb;
| ocal i;

for i froml to 3 do

Shift RowBy( i, ShiftOfsets[No][i] );
od;
L end:
[ > InvShiftRow : = proc( )




.

gl obal Nb;
| ocal i;
for i fromlto 3 do
ShiftRowBy( i, -ShiftOfsets[Nb][i] );
od;
end:

B MixColumn and InvMixColumn

> M xCol umPol ynom al : = F256[ Convert Qut] (
F256[ Convert Qut] (
F256[ Convert Qut] (
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++ + 1

> M xCol um : =
gl obal State, Nb;
local j, a, b, i;
for j fromO to Nb - 1 do
a = linal g[roM( matrix(State), j+1 );
a ;= sum ' F256[ Convert Qut]( a[l] ) * T"(l 1) ,
b
f

proc( )

Rem( a * M xCol utmPol ynom al, ™4 + 1, T)
fromO to 3 do
F256[ ConvertlIn]( coeff( b, T, i

or i
State[j,i] :=
od,;
od;
end:
> | nvM xCol umPol ynoni al F256[ Convert Cut
F256[ Convert Qut
F256[ Convert Qut
F256[ Convert Qut
> 1 nvM xCol um : = proc( RoundKey )
| ocal | _RoundKey, j, a, b, i;
| _RoundKey := array( O ..
for j fromO to Nbo - 1 do
a = linal g[roM( mat ri x( RoundKey), j+1 );
a = sum 'F256[ ConvertQut]( a[i] ) * TA(i-1)"
b
f

+
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No -1, 0.. 3);

Rem( a * | nvM xCol utmPol ynom al, T4 + 1,
or i fromO to 3 do
| _RoundKey[j,i] :=
od,;
od;
RETURN( |
end:

F256[ Convertln] ( coeff( b,

_RoundKey );

Bl AddRoundK ey

> AddRoundKey : =
gl obal State;
local i,j;
for j fromO to Nbo - 1 do
for i fromO to 3 do
State[j,i] := F256[‘+]( State[j,i
od;
od;
end:

proc ( RoundKey )

1,

Bl KeyExpansion and |_KeyExpansion

> RotByte := proc( word_in)
| ocal word_out, i;
word_out[4] := word_in[1]:
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for i from1l to 3 do word_out[i] := word_in[i+1]; od;
RETURN( [ '"word_out[i]" $ i’ =1.. 41 );
end:
>RC:=array( 1 .. iquo( 8 * (14 +1) - 1, 4) )
RC 1] := F256[input]( 1 ):
for i from2 toiquo( 8 * (14 + 1) - 1, 4 ) do
RC[l] c= F256[“**1( F256[input]( 2 ), Ri-1] );
od
> Reon : = proc( i )
[ RAI], F256[input]( O ), F256[input]( 0 ),
end:
> AddWords := proc( a, b))
local i, c;
for i from1l1l to 4 do
c[i] := F256[ +']( a[i], b[i] );
od;
[ "cl[i]l]” $i" =1.. 417;
end:
> KeyExpansion : = proc( Key )

™3
™2

F256[input]( 0 ) 1;



gl obal Nr, Nb;
| ocal Wi, tenp;
W:=array( 0 .. No * (Nr +1) - 1);
for i fromO to Nk - 1 do
Wil :=1[ Key[4*i], Key[4*i+1], Key[4*i+2], Key[4*i+3] 1;
od;
for i fromNk to No * (Nr + 1) - 1 do
temp 1= Wi-1];
if 1 mod Nk = 0 then
temp := Addwerds( map( a -> SBox(a), RotByte( temp ) ),
Rcon( iquo( i, Nk ) ) );
elif Nk >6 and i nod NK = 4 then
temp := nmap( a -> SBox( a ), tenp );

fi;
V‘I[i] := AddWords( Wi-Nk], tenp );

od;
RETURN( W) ;
L end:
r > RoundKey : = proc( ExpandedKey, i )
gl obal Nb;

RETURN( array( O .. Nb - 1, 0 .. 3,
[ " ExpandedkKey[Nb * i +j]" $'j" =0 .. No-117) );
L end:
r > |_KeyExpansion := proc( Key )
gl obal Nr, Nb;
| ocal | _ExpandedKey, i, |_RoundKey, j;
| _ExpandedKey : = KeyExpansi on( Key );
for i froml to N - 1 do

| _RoundKey : = I nvM xCol um( RoundKey( |_ExpandedKey, i ) );
for j fromNo * i to Nb* (i +1) - 1 do
| _ExpandedKey[j] := convert( linalg[row ( matrix( |_RoundKey ),
j mod Nb + 1), 'list’ );
od,

od;
RETURN( | _ExpandedKey );
L L end:

B Round, FinalRound and I_Round, |_FinalRound

r > Round : = proc( RoundKey )
Byt eSub( );
userinfo( 4, Round, ‘State after ByteSub i
St at eToHexFor Userinfo( State ) );
Shift Rom );
userinfo( 4, Round, ‘State after ShiftRow A
St at eToHexFor Userinfo( State ) );
M xCol um( );
userinfo( 4, Round, ‘State after M xCol um i
St at eToHexFor Useri nfo( State ) );
userinfo( 4, Round, ‘ RoundKey i
St at eToHexFor Useri nf o( RoundKey ) );
AddRoundKey( RoundKey );
userinfo( 4, Round, ‘State after AddRoundkey A
St at eToHexFor Userinfo( State ) );
L end:
r > Final Round : = proc( RoundKey )
Byt eSub( );
userinfo( 4, Final Round, ‘State after ByteSub i
St at eToHexFor Userinfo( State ) );
Shi ft Rowm );
userinfo( 4, Final Round, ‘State after ShiftRow A
St at eToHexFor Userinfo( State ) );
userinfo( 4, Final Round, ‘RoundKey A
St at eToHexFor Useri nf o( RoundKey ) );
AddRoundKey( RoundKey );
userinfo( 4, FinalRound, ‘State after AddRoundkey i
St at eToHexFor Useri nfo( State ) );
L end:
r>1_Round := proc( |_RoundKey )
gl obal State;
I nvByt eSub( );
userinfo( 4, |_Round, ‘State after |nvByteSub i
St at eToHexFor Userinfo( State ) );
I nvShi ft Row( );

userinfo( 4, | _Round, ‘State after InvShiftRow A
St at eToHexFor Userinfo( State ) );
State := InvM xColum( State );

userinfo( 4, | _Round, ‘State after |InvM xCol umm i



St at eToHexFor Useri nfo( State ) );

userinfo( 4, |_Round, ‘I_RoundKey o
St at eToHexFor User i nfo( | _RoundKey ) );

AddRoundKey( | RoundKey)

userinfo( 4, | _Round, ‘State after AddRoundkey A
StateToHexForUserinfo( State ) );

L end:

r > 1_Final Round := proc ( |_RoundKey )

I nvByteSub( );

userinfo( 4, |_Final Round, ‘State after |nvByteSub o
St at eToHexFor User i nfo( State ) );

I nvShi ft Row( );

userinfo( 4, I_Fi nal Round, ‘State after InvShiftRow :°,
St at eToHexFor Userinfo( State ) );
userinfo( 4, |_Final Round, ‘I_RoundKey o

St at eToHexFor Useri nfo( | _RoundKey ) );
AddRoundKey( | _RoundKey );
userinfo( 4, |_Final Round, ‘State after AddRoundkey :°*,
St at eToHexFor User i nfo( State ) );

L L end:
Bl Rijndael and |_Rijndael and InitializeRijndadl
r > Rijndael := proc( G pherlnput, C pherKey )

gl obal State, Nr;
| ocal ExpandedKey, i;
State := copy( C pherlnput );
ExpandedKey : = KeyExpansi on( C pherKey );

userinfo( 4, Rijndael, “initial State A
St at eToHexFor Userinfo( State ) );
userinfo( 4, Rijndael, ‘I _RoundKey

StateToHexForUserlnfo( RoundKey ( ExpandedKey, 0) ) )
AddRoundKey( RoundKey( ExpandedKey, 0 ) );
userinfo( 4, Rijndael, ‘State after AddRoundkey i
St at eToHexFor Userinfo( State ) );
for i fromlto N - 1 do
Round( RoundKey( ExpandedKey, i ) );
od;
Fi nal Round( RoundKey( ExpandedKey, Nr ) );
RETURN( State );
L end:
r>1_Rijndael := proc( C pherlnput, CipherKey )
gl obal State, Nr;
| ocal | _ExpandedKey, i;
State := copy( C pherlnput );

_ExpandedKey = KeyExpanS| on( G pherKey );

userinfo( 4, | _Rijndael, ‘initial State A
St at eToHexFor User i nfo( State ) );

userinfo( 4, | _Rijndael, ‘I_RoundKey

St at eToHexFor Useri nf o( RoundKey( | _ExpandedKey, Nr ) ) );
AddRoundKey ( RoundKey( | _ExpandedKey, Nr') )
userinfo( 4, |_Rjndael, 'State after AddRoundkey A
StateToHexForUserl nfo( State ) );
for i fromN - 1to 1 by -1 do
| _Round( RoundKey( | _ExpandedKey, i ) );
od;
I _Fi nal Round( RoundKey( | _ExpandedKey, 0 ) );
RETURN( State );
L end:
r>1InitializeR jndael := proc( Nb_in, Nk_in)
gl obal Nb, Nk, Nr;
if not merrber( Nb_in, {4, 6, 8} ) then
ERROR("Nb nust be 4, 6 or 8.");
elif not member( Nk_in, {4, 6, 8} ) then
ERROR(" Nk nust be 4, 6 or 8.'),
fi;

No := Nb_in;
Nk := Nk_in;
Nr = max( No, Nk ) + 6;

L L L end:
= Random gener ation
C > Generat eRandonByte := rand( 0 .. 255 ):

GenerateRandomK ey
( > Gener at eRandonKey : = proc( )




gl obal Nk;
| ocal Key, i;
Key :=array( 0 .. 4 * Nk - 1);
for i fromO to 4 * Nk - 1 do
Key[i] := F256[input]( GCenerateRandonByte( ) );

oa;
RETURN( Key );
L end:

B GenerateRandomM essage

> Cener at eRandomvessage : = proc( )
gl obal Nb;
| ocal Key, i, j;
Key :=array( 0.. Nb- 1, 0.. 3);
for j fromO to No - 1 do
for i fromO to 3 do
Key[j,i] := F256[input]( GenerateRandonmByte( ) );
od,;
od;
RETURN( Key );

L LL end

= M odes of operation

B StringToCipher I nput

> Byt esToGi pherlnput := proc( BytelList )
gl obal Nb;
| ocal G pherlnput, i, j;

Cipherlnput := array( 0 .. Nbo - 1, 0 .. 3);
for j fromO to No - 1 do
for i fromO to 3 do
Ci pherlnput[j,i] := F256[input]( ByteList[4*j+i+1] );
od;
od;
RETURN( Ci pherlnput );
L end:
> StringToG pherlnput := proc( Text )
| ocal ByteList, ByteListLength, Number O Bl ocks, Cipherlnput, i;
BytelList := convert( Text, bytes );
Byt elLi stLength : = nops( ByteList );
Nurber OF Bl ocks := cel |l ( ByteListLength / (4 * Nb) );
ByteList := [ op( ByteList ),
0 $ NunmberOBlocks * 4 * Nb - BytelistLength ];
for i from1l to Nunber OBl ocks do
Ci pherlnput[i] := BytesToC pherl nput (
[ "ByteList] 4 * No* (i-1) +1+j 1" $'j]" =0.. 4* N-11]);

od;
convert( Cipherlnput, 'list’ );
L end:
> BytesToKey := proc( BytelList )
gl obal Nk;
array( 0 .. 4 * Nk - 1, map( x -> F256[input](x), ByteList[1l..4*Nk] ) );
L end:
> HexToKey := proc( HexKey )
gl obal Nk;
| ocal Key, i;

Key :=array( 0 .. 4 * Nk - 1);
for i fromO to 4 * Nk - 1 do
Key[i] := F256[input]( convert( HexKey[2*i+1..2*i +2],
decimal, hex ) );
od;

RETURN( Key );
L L end:

B Rijndadl ECB

> Rijndael ECB : = proc( Text, CipherKey )
gl obal State;
| ocal G pherlnput, Nunber O Bl ocks, G pherCQutput, i;
C pherlnput := StringToG pherlnput( Text );
Nurber O Bl ocks : = nops( G pherlnput );
for i from1l to NunberOf Bl ocks do
Ri j ndael ( G pherlnput[i], C pherKey );
Ci pherQutput[i] := copy( State );
od;
convert( Ci pherCQutput, 'list’ );




L end:
r>1_Rijndael ECB : = proc( Ci pherCQutput, Ci pherKey )
gl obal State;
I ocal Number O Bl ocks, G pherlnput, i;
Nurber OF Bl ocks : = nops( G pherQutput );
Ci pherlnput := vector( Number O Bl ocks );
for i from1l to Nunmber O Bl ocks do
_Rijndael ( G pherQutput[i], Ci pherKey );
G pherlnput[i] := copy( State );
od;
cat( ' StateToText ( C| pherl nput[i] )’ $
1 .. NunberO Bl ocks );

L L end:

B RijndaelCBC

r > AddStates := proc( Statel, State2)

gl obal Nb;

local Result, j, i;
Result := array( 0 .. Nb - 1, 0 .. 3);
for j fromO to Nb 1 do

for i fromO to 3 do
Resul t[j,i] := F256[‘+]( Statel[j,i], State2[j,i] );
od;
od;
RETURN( Result );
L end:
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Ri j ndael CBC : = proc( Text, CipherKey )

gl obal State;

I ocal G pherlnput, Nunber O Bl ocks, Ci pherCutput, i;
Ci pherlnput := StringToG pherlnput( Text );
Nurmber O Bl ocks : = nops( G pherl nput );

Ci pherQut put[0] := Generat eRandonMessage( );
for i from1l to Nunber O Bl ocks do
Ri j ndael ( AddStates( Ci pherQutput[i-1],
Cipherlnput[i] ), C pherKey );
Ci pherQutput[i] := copy( State );
od;
convert( Ci pherQutput, 'list’ );

L end:

r>1_Rijndael CBC : = proc( Ci pherQutput, Ci pherKey )

gl obal State;

| ocal Nunber O Bl ocks, Ci pherlnput, i;

Nurber OF Bl ocks : = nops( GCi pherQutput );
Cipherlnput[1] := C pherQutput[1];
for i from2 to Nunber O Bl ocks do

Ri j ndael ( G pherQutput[i], CipherKey );

G pherlnput[i] := AddStates( State, Ci pherQutput[i-1] );
od;
convert( Ci pherlnput, 'list’ );
cat( ' StateToText ( C|p erlnput[i] )" $
i’ = 2 .. NunberO Bl ocks );

L end:
Ri j ndael CBCO : = proc( Text, G pherKey )
gl obal State;
| ocal G pherlnput, Nunber O Bl ocks, G pherCutput, i;
Ci pherlnput := StringToG pherlnput( Text );
Nurber O Bl ocks : = nops( G pherl nput );
Ci pherQutput[1] := copy( Rijndael ( G pherlnput[1l], G pherKey ) );
for i from2 to Nunber O Bl ocks do
Ri j ndael ( AddStates( Ci pherQutput[i-1],
C pherlnput[i] ),
Ci pherQutput[i] := copy( State );
od;
convert( CipherQutput, 'list’ );
L end:
r>1_Rijndael CBQ := proc( C pherQutput, C pherKey )
gl obal State;
| ocal Nunber O Bl ocks, Ci pherlnput, i;
Nurber O Bl ocks : = nops( Gi pherQutput );
Cipherlnput[1] := copy( | _Rijndael ( C pherQutput[1l], C pherKey ) );
for i from2 to Nunber O Bl ocks do
_Rijndael ( C pherQutput[i], Ci pherKey );
Cipherlnput[i] := AddStates( State, C pherQutput[i-1] );
od;
cat( ' StateToText ( C| pherl nput [i1 ) $
.. Nunber O Bl ocks );
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Ci pherKey );

L L end:



B RijndaelCFB

T > Rijndael CFB : = proc( Text, CipherKey )
gl obal State;
I ocal G pherlnput, Nunber O Bl ocks, CipherCQutput, i;
Ci pherlnput := StringToC pherlnput( Text );
Number O Bl ocks : = nops( C pherlnput );
Ci pherQut put [ 0] := Cenerat eRandomvessage( );
for i from1l to Nunmber O Bl ocks do
Ri j ndael ( G pherQutput[i-1], C pherKey );
C pherQutput[i] := AddStates( State, C pherlnput[i] );
od;
convert( CipherQutput, 'list’ );
L end:
r>1_Rijndael CFB : = proc( G pherQutput, Ci pherKey )
gl obal State;
I ocal Number O Bl ocks, G pherlnput, i;
Nunmber O Bl ocks : = nops( Ci pherQut put );
Ci pherlnput[1] := G pherQutput[1];
for i from2 to Nunmber O Bl ocks do
Ri j ndael ( C pherQutput[i-1], G pherKey );
d Cipherlnput[i] := AddStates( State, C pherQutput[i] );
0d;
convert( Ci pherlnput, 'list’
cat( ' StateToText ( CI p erlnpu
o= 2

L L end:

B RijndaelOFB

> Rijndael OFB : = proc( Text, Ci pherKey )
gl obal State;
| ocal G pherlnput, Nunber O Bl ocks, G pherCutput, i;
Ci pherlnput := StringToG pherlnput( Text );
Nurmber O Bl ocks : = nops( G pherl nput );
C pherQut put[ 0] := Generat eRandonvessage( );
State := G pherCQutput[0];
for i from1l to Nunmber O Bl ocks do
Ri j ndael ( State, G pherKey );
Ci pherQutput[i] := AddStates( State, G pherlnput[i] );
od;
convert( Ci pherQutput, 'list’ );
L end:
r>1_Rijndael OFB : = proc( Ci pherQutput, Ci pherKey )
gl obal State;
I ocal Number O Bl ocks, Ci pherlnput, i;
Nurber OF Bl ocks : = nops( GCi pherQutput );
Ci pherlnput[1] := C pherQutput[1];
State := G pherCQutput[1];
for i from2 to Nunmber O Bl ocks do
Ri j ndael ( State, G pherKey );
Cipherlnput[i] := AddStates( State, C pherQutput[i] );
od;
convert( Ci pherlnput, 'l
cat( ' StateToText( G pher

L L end:

B Output functions

Bl StateTo...
r > StateToText := proc( State )
gl obal Nb;
| ocal Bytelist, |, i
BytelList := array(1l..4*Nb);
for j fromO to Nb - 1 do
for i fromO to 3 do
BytelLi st[4*j+i +1] := F256[output]( State[j,i] );
od;
od;
RETURN( convert( convert( BytelList, 'list’ ), bytes ) );

L end:
> StateToHexForUserinfo := proc( State )
convert( matri x(
map( x -> cat( "0", convert( convert( F256[out ut]( x ),
hex ), string ) ) [-2..-1], State ) ), ’'listlist’);




L end:
r > StateToHex := proc( State )
I'inal g[transpose] ( matri x(
map( x -> convert( F256[output]( x ), hex), State ) ) );
L end:
> StateToBytes := proc( State )
linal g[transpose] ( matri x(
map( x -> F256[output]( x ), State ) ) );
L end:
r > StateToBits := proc( State )
l'inal g[transpose] ( matri x(
map( x -> cat( "0000000", convert( F256[output]( x ), binary) )[-8..-1],
State ) ) );
L L end:

Bl KeyTo...
r > KeyToHex := proc( Key )
linalg[transpose] ( matrix( Nk, 4,
map( x -> convert( F256[output]( x ), hex), Key ) ) );
L end:
r > KeyToBytes := proc( Key )
linal g[transpose] ( matrix( Nk, 4,
map( x -> F256[output]( x ), Key ) ) );
L end:
r > KeyToBits := proc( Key )
linalg[transpose] ( matrix( Nk, 4,
map( x -> cat( "0000000", convert( F256[output]( x ), binary) )[-8..-1], Key
) ) );

L L end:

Bl StateL istToHex

> Stateli st ToHex : = proc( StateList )
{ map( Block -> StateToHex( Block ), Statelist );
L L end:

C > save "Rijndael.nf;

C >




